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Overview io_uring
>  Introduced in Linux 5.1 (2019)

>  High Performance asynchronous I/O Interface

>  Shared ring buffers (SQ / CQ) between user and kernel

>  Supports a wide range of I/O operations 

>  Reduces system-call overhead 



user

kernel

SQ CQ

Submission Queue（SQ）and Completion Queue（CQ）

( two ring buffers shared between user and kernel )
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SQ CQSubmit one I/O request
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1.  SQPOLL

2. syscall io_uring_enter  
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thread

CQE

Use CQE to put the result back into CQ
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thread

CQEUser retrieves the result from CQ

application



Why target io_uring ?
1.  Broad attack surface (socket, file, poll, timeout, splice ...)

2. Many asynchronous operations, states and resource life cycle

3. High performance, high complexity (lockless, share memory … ) 



https://security.googleblog.com/2023/06/learnings-from-kctf-vrps-42-linux.html

https://security.googleblog.com/2023/06/learnings-from-kctf-vrps-42-linux.html


https://security.googleblog.com/2023/06/learnings-from-kctf-vrps-42-linux.html

https://security.googleblog.com/2023/06/learnings-from-kctf-vrps-42-linux.html




Vulnerability
IORING_OP_SEND iovec array grow failure logic bug to LPE



What is IORING_OP_SEND ?

https://man7.org/linux/man-pages/man2/io_uring_enter.2.html

IORING_OP_SEND is an io_uring operation used to send data through a socket

socketsend() recv()

https://man7.org/linux/man-pages/man2/io_uring_enter.2.html
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struct buf_sel_arg arg = 
...

if (kmsg->vec.iovec) {
    arg.nr_iovs = kmsg->vec.nr;
    arg.iovs = kmsg->vec.iovec;
    arg.mode = KBUF_MODE_FREE;
}

ret = io_buffers_select(req, &arg, sel, issue_flags);
if (unlikely(ret < 0))
    return ret;

if (arg.iovs != &kmsg->fast_iov && arg.iovs != kmsg->vec.iovec) {
    kmsg->vec.nr = ret;
    kmsg->vec.iovec = arg.iovs;
    req->flags |= REQ_F_NEED_CLEANUP;
}

/io_uring/net.c#L620 (v7.2-rc1)



struct buf_sel_arg arg = 
...

if (kmsg->vec.iovec) {
    arg.nr_iovs = kmsg->vec.nr;
    arg.iovs = kmsg->vec.iovec;
    arg.mode = KBUF_MODE_FREE;
}

ret = io_buffers_select(req, &arg, sel, issue_flags);
if (unlikely(ret < 0))
    return ret;

if (arg.iovs != &kmsg->fast_iov && arg.iovs != kmsg->vec.iovec) {
    kmsg->vec.nr = ret;
    kmsg->vec.iovec = arg.iovs;
    req->flags |= REQ_F_NEED_CLEANUP;
}

/io_uring/net.c#L620 (v7.2-rc1)

if (kmsg->vec.iovec) {
    arg.nr_iovs = kmsg->vec.nr;
    arg.iovs = kmsg->vec.iovec;
    arg.mode = KBUF_MODE_FREE;
}

ret = io_buffers_select(req, &arg, sel, issue_flags);



int io_buffers_select(struct io_kiocb *req, struct buf_sel_arg *arg,
              struct io_br_sel *sel, unsigned int issue_flags)
{
    ...

    sel->buf_list = io_buffer_get_list(ctx, arg->buf_group);
    ...

    if (sel->buf_list->flags & IOBL_BUF_RING) {
        ret = io_ring_buffers_peek(req, arg, sel->buf_list);

    ...

    return ret;

/io_uring/kbuf.c#L352 (v7.2-rc1)



int io_buffers_select(struct io_kiocb *req, struct buf_sel_arg *arg,
              struct io_br_sel *sel, unsigned int issue_flags)
{
    ...

    sel->buf_list = io_buffer_get_list(ctx, arg->buf_group);
    ...

    if (sel->buf_list->flags & IOBL_BUF_RING) {
        ret = io_ring_buffers_peek(req, arg, sel->buf_list);

    ...

    return ret;

/io_uring/kbuf.c#L352 (v7.2-rc1)

    sel->buf_list = io_buffer_get_list(ctx, arg->buf_group);



static int io_ring_buffers_peek(struct io_kiocb *req, struct buf_sel_arg *arg,

                struct io_buffer_list *bl)

{

    ...

    buf = io_ring_head_to_buf(br, head, bl->mask);

    if (arg->max_len) {

        u32 len = READ_ONCE(buf->len);

        size_t needed;

        if (unlikely(!len))

            return -ENOBUFS;

        needed = (arg->max_len + len - 1) / len;

        needed = min_not_zero(needed, (size_t) PEEK_MAX_IMPORT);

        if (nr_avail > needed)

            nr_avail = needed;

    }

    ...

        iov->iov_base = u64_to_user_ptr(READ_ONCE(buf->addr));

        iov->iov_len = len;

/io_uring/kbuf.c#L269 (v7.2-rc1)



static int io_ring_buffers_peek(struct io_kiocb *req, struct buf_sel_arg *arg,

                struct io_buffer_list *bl)

{

    ...

    buf = io_ring_head_to_buf(br, head, bl->mask);

    if (arg->max_len) {

        u32 len = READ_ONCE(buf->len);

        size_t needed;

        if (unlikely(!len))

            return -ENOBUFS;

        needed = (arg->max_len + len - 1) / len;

        needed = min_not_zero(needed, (size_t) PEEK_MAX_IMPORT);

        if (nr_avail > needed)

            nr_avail = needed;

    }

    ...

        iov->iov_base = u64_to_user_ptr(READ_ONCE(buf->addr));

        iov->iov_len = len;

/io_uring/kbuf.c#L269 (v7.2-rc1)

        iov->iov_base = u64_to_user_ptr(READ_ONCE(buf->addr));

        iov->iov_len = len;



static int io_ring_buffers_peek(struct io_kiocb *req, struct buf_sel_arg *arg,

                struct io_buffer_list *bl) 

{

    ...

    if (arg->mode & KBUF_MODE_EXPAND && nr_avail > nr_iovs && arg->max_len) {

        iov = kmalloc_objs(struct iovec, nr_avail);

        if (arg->mode & KBUF_MODE_FREE)

            kfree(arg->iovs);

        arg->iovs = iov;

        nr_iovs = nr_avail;

    } 

    ...

    do {

        if (unlikely(!access_ok(iov->iov_base, len))) {

            if (arg->iovs != org_iovs)

                kfree(arg->iovs);

            return -EFAULT;

        }

/io_uring/kbuf.c#L287 (v7.2-rc1)



static int io_ring_buffers_peek(struct io_kiocb *req, struct buf_sel_arg *arg,

                struct io_buffer_list *bl) 

{

    ...

    if (arg->mode & KBUF_MODE_EXPAND && nr_avail > nr_iovs && arg->max_len) {

        iov = kmalloc_objs(struct iovec, nr_avail);

        if (arg->mode & KBUF_MODE_FREE)

            kfree(arg->iovs);

        arg->iovs = iov;

        nr_iovs = nr_avail;

    } 

    ...

    do {

        if (unlikely(!access_ok(iov->iov_base, len))) {

            if (arg->iovs != org_iovs)

                kfree(arg->iovs);

            return -EFAULT;

        }

/io_uring/kbuf.c#L287 (v7.2-rc1)

    if (arg->mode & KBUF_MODE_EXPAND && nr_avail > nr_iovs && arg->max_len) {

        iov = kmalloc_objs(struct iovec, nr_avail);



static int io_ring_buffers_peek(struct io_kiocb *req, struct buf_sel_arg *arg,

                struct io_buffer_list *bl) 

{

    ...

    if (arg->mode & KBUF_MODE_EXPAND && nr_avail > nr_iovs && arg->max_len) {

        iov = kmalloc_objs(struct iovec, nr_avail);

        if (arg->mode & KBUF_MODE_FREE)

            kfree(arg->iovs);

        arg->iovs = iov;

        nr_iovs = nr_avail;

    } 

    ...

    do {

        if (unlikely(!access_ok(iov->iov_base, len))) {

            if (arg->iovs != org_iovs)

                kfree(arg->iovs);

            return -EFAULT;

        }

/io_uring/kbuf.c#L287 (v7.2-rc1)

        if (arg->mode & KBUF_MODE_FREE)

            kfree(arg->iovs);



static int io_ring_buffers_peek(struct io_kiocb *req, struct buf_sel_arg *arg,

                struct io_buffer_list *bl) 

{

    ...

    if (arg->mode & KBUF_MODE_EXPAND && nr_avail > nr_iovs && arg->max_len) {

        iov = kmalloc_objs(struct iovec, nr_avail);

        if (arg->mode & KBUF_MODE_FREE)

            kfree(arg->iovs);

        arg->iovs = iov;

        nr_iovs = nr_avail;

    } 

    ...

    do {

        if (unlikely(!access_ok(iov->iov_base, len))) {

            if (arg->iovs != org_iovs)

                kfree(arg->iovs);

            return -EFAULT;

        }

/io_uring/kbuf.c#L287 (v7.2-rc1)

    arg->iovs = iov;



struct buf_sel_arg arg = 
...

if (kmsg->vec.iovec) {
    arg.nr_iovs = kmsg->vec.nr;
    arg.iovs = kmsg->vec.iovec;
    arg.mode = KBUF_MODE_FREE;
}

ret = io_buffers_select(req, &arg, sel, issue_flags);
if (unlikely(ret < 0))
    return ret;

if (arg.iovs != &kmsg->fast_iov && arg.iovs != kmsg->vec.iovec) {
    kmsg->vec.nr = ret;
    kmsg->vec.iovec = arg.iovs;
    req->flags |= REQ_F_NEED_CLEANUP;
}

/io_uring/net.c#L620 (v7.2-rc1)

kmsg->vec.iovec = arg.iovs;
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io_buffer 

io_send will use multiple buffers 

to store the send / recv data 
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second send needs 4 iovec
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But ...
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static int io_ring_buffers_peek(struct io_kiocb *req, struct buf_sel_arg *arg,

                struct io_buffer_list *bl) 

{

    ...

    if (arg->mode & KBUF_MODE_EXPAND && nr_avail > nr_iovs && arg->max_len) {

        iov = kmalloc_objs(struct iovec, nr_avail);

        if (arg->mode & KBUF_MODE_FREE)

            kfree(arg->iovs);

        arg->iovs = iov;

        nr_iovs = nr_avail;

    } 

    ...

    do {

        if (unlikely(!access_ok(iov->iov_base, len))) {

            if (arg->iovs != org_iovs)

                kfree(arg->iovs);

            return -EFAULT;

        }

/io_uring/kbuf.c#L287 (v7.2-rc1)

        if (unlikely(!access_ok(iov->iov_base, len))) {

            if (arg->iovs != org_iovs)

                kfree(arg->iovs);

            return -EFAULT;

        }



struct buf_sel_arg arg = 
...

if (kmsg->vec.iovec) {
    arg.nr_iovs = kmsg->vec.nr;
    arg.iovs = kmsg->vec.iovec;
    arg.mode = KBUF_MODE_FREE;
}

ret = io_buffers_select(req, &arg, sel, issue_flags);
if (unlikely(ret < 0))
    return ret;

if (arg.iovs != &kmsg->fast_iov && arg.iovs != kmsg->vec.iovec) {
    kmsg->vec.nr = ret;
    kmsg->vec.iovec = arg.iovs;
    req->flags |= REQ_F_NEED_CLEANUP;
}

/io_uring/net.c#L620 (v7.2-rc1)

ret = io_buffers_select(req, &arg, sel, issue_flags);
if (unlikely(ret < 0))
    return ret;



struct buf_sel_arg arg = 
...

if (kmsg->vec.iovec) {
    arg.nr_iovs = kmsg->vec.nr;
    arg.iovs = kmsg->vec.iovec;
    arg.mode = KBUF_MODE_FREE;
}

ret = io_buffers_select(req, &arg, sel, issue_flags);
if (unlikely(ret < 0))
    return ret;

if (arg.iovs != &kmsg->fast_iov && arg.iovs != kmsg->vec.iovec) {
    kmsg->vec.nr = ret;
    kmsg->vec.iovec = arg.iovs;
    req->flags |= REQ_F_NEED_CLEANUP;
}

/io_uring/net.c#L620 (v7.2-rc1)

kmsg->vec.iovec = arg.iovs;
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>  Double Free primitive

How to get root ?



>  Double Free primitive

>  kmalloc-N object double free

How to get root ?

static int io_ring_buffers_peek(struct io_kiocb *req, struct buf_sel_arg *arg,

                struct io_buffer_list *bl) 

{

    ...

    if (arg->mode & KBUF_MODE_EXPAND && nr_avail > nr_iovs && arg->max_len) {

        iov = kmalloc_objs(struct iovec, nr_avail);

        if (arg->mode & KBUF_MODE_FREE)

            kfree(arg->iovs);

        arg->iovs = iov;

        nr_iovs = nr_avail;

    } 

    ...

    do {

        if (unlikely(!access_ok(iov->iov_base, len))) {

            if (arg->iovs != org_iovs)

                kfree(arg->iovs);

            return -EFAULT;

        }

/io_uring/kbuf.c#L287 (v7.2-rc1)

    if (arg->mode & KBUF_MODE_EXPAND && nr_avail > nr_iovs && arg->max_len) {

        iov = kmalloc_objs(struct iovec, nr_avail);



>  Double Free primitive
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>  Overwrite task_struct cred pointer to root cred

How to get root ?



>  Double Free primitive

>  kmalloc-N object double free

>  Overwrite task_struct cred pointer to root cred
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>  Leak KASLR

>  Leak task_struct address

>  Arbitrary write primitive



>  Double Free primitive

>  kmalloc-N object double free

>  Overwrite task_struct cred pointer to root cred

How to get root ?

>  Leak KASLR

>  Leak task_struct address

>  Arbitrary write primitive



Double-Free Primitive Workflow
>  Send 1: Provide n pbufs, there will be n corresponding iovecs

    ex: 4 pbuf → 4 iovec ( from 4 x 16 = kmalloc-64 )



>  Send 1: Provide n pbufs, there will be n corresponding iovecs

    ex: 4 pbuf → 4 iovec ( from 4 x 16 = kmalloc-64 )

>  Send 2: Provide more than n pbufs, with one pbuf assigned an invalid address

Double-Free Primitive Workflow



>  Send 1: Provide n pbufs, there will be n corresponding iovecs

    ex: 4 pbuf → 4 iovec ( from 4 x 16 = kmalloc-64 )

>  Send 2: Provide more than n pbufs, with one pbuf assigned an invalid address

>  The iovec array object allocated in Send 1 will be double-freed, leading to an 

arbitrary kmalloc-N double-free primitive.

Double-Free Primitive Workflow



Leak KASLR
Freelist

iovec freed 
object

iovec freed 
object

Use double free workflow to make kmalloc-64 double free

freed 
memory



iovec freed 
object

Leak KASLR
Freelist

iovec freed 
object

user_key_payload

First, reclaim one object as a struct user_key_payload 



user_key_payload

Leak KASLR
Freelist

iovec freed 
object

struct user_key_payload {

    struct rcu_head    rcu;        /* RCU destructor */

    unsigned short    datalen;    /* length of this data */

    char        data[] __aligned(__alignof__(u64)); /* actual data */

};

/include/keys/user-type.h#L27 (v7.2-rc1) rcu_head

datalen

data[]



iovec freed 
object

Leak KASLR
Freelist

kmsg->iovec

rcu_head

datalen

Second, reclaim one object as an iovec array

data[]

user_key_payload



iovec freed 
objectkmsg->iovec

user_key_payload

Leak KASLR
Freelist

kmsg->iovec

rcu_head

datalen

Second, reclaim one object as an iovec array

struct iovec

{

    void __user *iov_base;  

    __kernel_size_t iov_len; /* Must be size_t (1003.1g) */

};

/include/keys/user-type.h#L27 (v7.2-rc1)

data[]



Leak KASLR
Freelist rcu_head

(iov_base1, 
iov_len1)

datalen 
(iov_base2)

Second, reclaim one object as an iovec array

data[]

iovec freed 
objectkmsg->iovec

user_key_payload



Leak KASLR
Freelist rcu_head

(iov_base1, 
iov_len1)

0x1000

We then overwrite user_key_payload with a large value.

data[]

iovec freed 
objectkmsg->iovec

user_key_payload



Leak KASLR
Freelist rcu_head

(iov_base1, 
iov_len1)

0x1000

By using heap spraying, we can place a kernel address 

near user_key_payload

data[]

kernel address

iovec freed 
objectkmsg->iovec

user_key_payload



Leak KASLR
Freelist rcu_head

(iov_base1, 
iov_len1)

Use read_key to out-of-bound leak KASLR

data[]

kernel address

0x1000
iovec freed 

objectkmsg->iovec

user_key_payload



iovec freed 
objectkmsg->iovec

user_key_payload

Leak KASLR
Freelist rcu_head

(iov_base1, 
iov_len1)

Use read_key to out-of-bound leak KASLR

data[]

kernel address

0x1000

Leak KASLR



>  Double Free primitive

>  kmalloc-N object double free

>  Overwrite task_struct cred pointer to root cred

How to get root ?

>  Leak KASLR

>  Leak task_struct address

>  Arbitrary write primitive



Leak task_struct
>  Now we have an out-of-bounds read by overwriting user_key_payload



Leak task_struct
>  Now we have an out-of-bounds read by overwriting user_key_payload

>  If we can make the current process's task_struct address appear near 

user_key_payload, we can leak this address



Leak task_struct
>  Now we have an out-of-bounds read by overwriting user_key_payload

>  If we can make the current process's task_struct address appear near 

user_key_payload, we can leak this address

IORING_SETUP_SINGLE_ISSUER



https://man7.org/linux/man-pages/man2/io_uring_setup.2.html

IORING_SETUP_SINGLE_ISSUER

When created with IORING_SETUP_SINGLE_ISSUER set, the io_uring 

instance is bound to the current task and can only be submitted by that 

single task

if (ctx->flags & IORING_SETUP_SINGLE_ISSUER
    && !(ctx->flags & IORING_SETUP_R_DISABLED))
    ctx->submitter_task = get_task_struct(current);

/io_uring/io_uring.c#L3065 (v7.2-rc1)

PS: ctx (io_ring_ctx from kmalloc-2048)

https://man7.org/linux/man-pages/man2/io_uring_setup.2.html


Freelist rcu_head
(iov_base1, 

iov_len1)

0x1000

data[]

Heap-spray the task_struct address in memory

task_struct
io_ring_ctx

iovec freed 
objectkmsg->iovec

user_key_payload



Freelist rcu_head
(iov_base1, 

iov_len1)

0x1000

data[]

Use an out-of-bounds read to leak task_struct address.
io_ring_ctx

task_struct

iovec freed 
objectkmsg->iovec

user_key_payload



Freelist rcu_head
(iov_base1, 

iov_len1)

0x1000

data[]

Use an out-of-bounds read to leak task_struct address.
io_ring_ctx

task_struct

iovec freed 
objectkmsg->iovec

user_key_payload

Leak task_struct



>  Double Free primitive

>  kmalloc-N object double free

>  Overwrite task_struct cred pointer to root cred

How to get root ?

>  Leak KASLR

>  Leak task_struct address

>  Arbitrary write primitive



Freelist

iovec freed 
object

iovec freed 
object

Use double free workflow to make kmalloc-256 double free

freed 
memory

Arbitrary write primitive



Arbitrary write primitive
Freelist

Overlap setxattr with msg_msg

memory 
overlapsetxattr

msg_msg



next (msg_msgseg)

next

prev

next (msg_msgseg)

next

prev

next (msg_msgseg)

next

prev

msg_msgseg

msg_msgseg

msg_msg msg_msg msg_msg

msg_queue



next (msg_msgseg)

next

prev

next (msg_msgseg)

next

prev

next (msg_msgseg)

next

prev

msg_msgseg

msg_msgseg

msg_msg msg_msg msg_msg

msg_queue
static inline void __list_del(struct list_head * prev, struct list_head * next)
{
    next->prev = prev;
    WRITE_ONCE(prev->next, next);
}

/include/linux/list.h#L224 (v7.2-rc1)

static long do_msgrcv(int msqid, void __user *buf, size_t bufsz, long msgtyp, int 
msgflg,
           long (*msg_handler)(void __user *, struct msg_msg *, size_t))
{
    struct msg_queue *msq;
    ...
    for (;;) {
        ...
        msg = find_msg(msq, &msgtyp, mode);
        if (!IS_ERR(msg)) {
            ...
            list_del(&msg->m_list);

/ipc/msg.c#L1098 (v7.2-rc1)



next (msg_msgseg)

next

prev

msg_msgseg

msg_msgseg

msg_msg

msg_queue

next (msg_msgseg)

next

prev

msg_msg

setxattr

Object Overlap

next (msg_msgseg)

next

prev

msg_msg



next (msg_msgseg)

next

prev

msg_msgseg

msg_msgseg

msg_msg

msg_queue

target

setxattr

Overwrite it !!!

next (msg_msgseg)

next

prevnext (msg_msgseg)

target

value (0xdeadbeef)

msg_msg



setxattr

next (msg_msgseg)

next

prevnext (msg_msgseg)

next

prev

msg_msgseg

msg_msgseg

msg_msg

msg_queue

next (msg_msgseg)

target

value (0xdeadbeef)

msg_msg

static inline void __list_del(struct list_head * prev, struct list_head * next)
{
    next->prev = prev;
    WRITE_ONCE(prev->next, next);
}

/include/linux/list.h#L224 (v7.2-rc1)

msgrcv()

AAAAAAAA
+ 0x8

+ 0x0
AAAAAAAA



setxattr

next (msg_msgseg)

next

prevnext (msg_msgseg)

next

prev

msg_msgseg

msg_msgseg

msg_msg

msg_queue

next (msg_msgseg)

target

msg_msg

static inline void __list_del(struct list_head * prev, struct list_head * next)
{
    next->prev = prev;
    WRITE_ONCE(prev->next, next);
}

/include/linux/list.h#L224 (v7.2-rc1)

Unlink msg_msg struct

static inline void __list_del(struct list_head * prev, struct list_head * next)
{
    next->prev = prev;
    WRITE_ONCE(prev->next, next);
}

/include/linux/list.h#L224 (v7.2-rc1)

    
next->prev (target + 8) = prev (value);

value (0xdeadbeef) 0xdeadbeef
+ 0x8

+ 0x0
AAAAAAAA



msg_msgseg

msg_msgseg

msg_queue
setxattr

static inline void __list_del(struct list_head * prev, struct list_head * next)
{
    next->prev = prev;
    WRITE_ONCE(prev->next, next);
}

/include/linux/list.h#L224 (v7.2-rc1)

next (msg_msgseg)

target

msg_msg

static inline void __list_del(struct list_head * prev, struct list_head * next)
{
    next->prev = prev;
    WRITE_ONCE(prev->next, next);
}

/include/linux/list.h#L224 (v7.2-rc1)

    
next->prev (target + 8) = prev (value);

value (0xdeadbeef) 0xdeadbeef
+ 0x8

+ 0x0

next (msg_msgseg)

next

prevnext (msg_msgseg)

next

prev

AAAAAAAA

msg_msg

Arbitrary Write



>  Double Free primitive

>  kmalloc-N object double free

>  Overwrite task_struct cred pointer to root cred

How to get root ?

>  Leak KASLR

>  Leak task_struct address

>  Arbitrary write primitive



next (msg_msgseg)

next

prev

next (msg_msgseg)

real cred

init_cred

msg_msg msg_msg

real cred

cred

task_struct

cred (uid=1000)

init_cred (root)



next (msg_msgseg)

next

prev

next (msg_msgseg)

real cred

init_cred

msg_msg msg_msg

real cred

init_cred

task_struct

cred (uid=1000)

init_cred (root)

msgrcv() → unlink msg_msg



next (msg_msgseg)

next

prev

next (msg_msgseg)

real cred

init_cred

msg_msg msg_msg

real cred

init_cred

task_struct

cred (uid=1000)

init_cred (root)

msgrcv() → unlink msg_msg

Privilege escalation !!!



Demo Time



https://docs.google.com/file/d/18aO2-6d1YdQd9RYXTqio61lY11et75UC/preview


Patch



Eat plenty, and grow up big and healthy for me, okay?
たくさん食べて  早く大きく  健康に育ってくださいね



1



io_uring/kbuf: free the replaced iovec after a successful grow ???



io_uring/kbuf: free the replaced iovec after a successful grow ???

Supply Chain Attack







io_uring 
vulnerability

exploit chain 1 report & patchget root !



The End ?



Although this exploit chain may seem simple in the end



But when I was exploiting this vulnerability, many strange 

things happened, which made me very confused.



io_uring 
vulnerability

exploit chain 1 report & patchget root !

My Failure Experience
Can Cross-Cache provide a path to LPE or not ?



kmem_cache

kmem_cache

kmem_cache

kmalloc-128

kmalloc-1024-cg

task_struct

Many memory pools allocate the specified object



kmem_cache

kmem_cache

kmem_cache

freelist

Partial

kmem_cache_cpu

Partial

kmem_cache_node

per-CPU

per-NUMA



kmem_cache

kmem_cache

kmem_cache

freelist

Partial

kmem_cache_cpu

Partial

kmem_cache_node

per-CPU

per-NUMA

object

object

object

object

…

slab

slab / page

slab / page

objects

page



Cross-Cache attack
>  If we only have a UAF in one kmem_cache object but don't have any useful 

objects to exploit

>  Try to make the UAF object cross into other memory pools

https://www.usenix.org/system/files/usenixsecurity24-maar-slubstick.pdf

https://www.usenix.org/system/files/usenixsecurity24-maar-slubstick.pdf


Cross-Cache attack
>  Fill the node's partial freelist so that the Buddy System reclaims the page 

containing the UAF object, allowing another kmem_cache to reuse that page

https://www.usenix.org/system/files/usenixsecurity24-maar-slubstick.pdf

https://www.usenix.org/system/files/usenixsecurity24-maar-slubstick.pdf


My Original Idea
>   Cross-cache the kmalloc-N UAF object into cred_jar, then overwrite the 

cred's UID/GID to obtain a root shell



My Original Idea
>   Cross-cache the kmalloc-N UAF object into cred_jar, then overwrite the 

cred's UID/GID to obtain a root shell

>   But … I couldn't get the page containing the UAF object to be reclaimed by 

the Buddy System.



io_uring 
vulnerability

exploit chain 1 report & patchget root !

exploit chain 2
(cross-cache)



https://www.phoronix.com/news/Sheaves-Replace-CPU-Slabs

https://www.phoronix.com/news/Sheaves-Replace-CPU-Slabs


kmem_cache

kmem_cache

kmem_cache

freelist

Partial

kmem_cache_cpu

Partial

kmem_cache_node

per-CPU

per-NUMA

object

object

object

object

…

slab

slab / page

slab / page

objects

page



Sheaf / barn



Overview sheaf / barn
>  Introduced in Linux 6.18 (2025)

>  Default kernel in Ubuntu 26.04, Fedora 44 or other distros

>  Two caching layers built on top of SLUB 

>  Sheaf：Per-CPU array-based cache

>  Barn：Per-NUMA-node shared cache

>  Optimize VMA locking and Maple Tree operations



kmem_cache

kmem_cache

kmem_cache

cpu_sheaves

barn

node Partial

sheaves_full

sheaves_empty

main

spare

rcu_free

kmem_cache_node

node_barn

slub_percpu_sheaves

fast path

slow path



kmem_cache

kmem_cache

kmem_cache

cpu_sheaves

barn

node Partial

kmem_cache_node

sheaves_full

sheaves_empty

node_barn

main

spare

rcu_free
slub_percpu_sheaves

slab / page

cache

size

*objects[]

slab_sheaf



kmem_cache

kmem_cache

kmem_cache

cpu_sheaves

barn

node Partial

kmem_cache_node

sheaves_full

sheaves_empty

node_barn

slab / page

cache

size

*objects[]

slab_sheaf

main

spare

rcu_free

composed of three slab_sheaf slots
slub_percpu_sheaves



kmem_cache

kmem_cache

kmem_cache

cpu_sheaves

barn

node Partial

kmem_cache_node

sheaves_full

sheaves_empty

node_barn

slab / page

main

spare

rcu_free
slub_percpu_sheaves

cache

size

*objects[]

slab_sheaf

freed object



kmem_cache

kmem_cache

kmem_cache

cpu_sheaves

barn

node Partial

kmem_cache_node

sheaves_full

sheaves_empty

node_barn

slab / page

main

spare

rcu_free

cache

size

FULL

slab_sheaf

slub_percpu_sheaves



kmem_cache

kmem_cache

kmem_cache

cpu_sheaves

barn

node Partial

kmem_cache_node

sheaves_full

sheaves_empty

node_barn

slab / page

main

spare

rcu_free

cache

size

slab_sheaf

*objects[]

The main sheaf will be switched to the spare slot.

slub_percpu_sheaves



kmem_cache

kmem_cache

kmem_cache

cpu_sheaves

barn

node Partial

kmem_cache_node

sheaves_full

sheaves_empty

node_barn

slab / page

main

spare

rcu_free

If all percpu slab_sheaf is full / empty

slub_percpu_sheaves



main

spare

rcu_free
slub_percpu_sheaves

kmem_cache

kmem_cache

kmem_cache

cpu_sheaves

barn

node Partial

kmem_cache_node

slab / page

sheaves_full

sheaves_empty

node_barn

node_barn (per-node) contains both full and empty slab_sheaf



main

spare

rcu_free
slub_percpu_sheaves

kmem_cache

kmem_cache

kmem_cache

cpu_sheaves

barn

node Partial

kmem_cache_node

slab / page

sheaves_full

sheaves_empty

node_barn

If there are not enough objects or space, it will switch 

to per-node sheaf (node_barn)



Why use sheaf / barn
>  Batched exchange design

>  Improve CPU locality

>  Avoiding frequent lock contention  (VMA locking and Maple Tree)

Fast !!!



Why cross-cache failed ?



slab_sheaf

main

spare

rcu_free

cache

size

kmem_cache

kmem_cache

kmem_cache

cpu_sheaves

barn

node

sheaves_full

sheaves_empty

node_barn

slub_percpu_sheaves

Partial

kmem_cache_node

slab / page

Expectation



slab_sheaf

main

spare

rcu_free

cache

size

kmem_cache

kmem_cache

kmem_cache

cpu_sheaves

barn

node

sheaves_full

sheaves_empty

node_barn

slub_percpu_sheaves

Partial

kmem_cache_node

slab / page

This slab/page contains the UAF object

Expectation



slab_sheaf

main

spare

rcu_free

cache

size

kmem_cache

kmem_cache

kmem_cache

cpu_sheaves

barn

node

sheaves_full

sheaves_empty

node_barn

slub_percpu_sheaves

Partial

kmem_cache_node

Heap Spray to Fill partial Freelist

...

Expectation



slab_sheaf

main

spare

rcu_free

cache

size

kmem_cache

kmem_cache

kmem_cache

cpu_sheaves

barn

node

sheaves_full

sheaves_empty

node_barn

slub_percpu_sheaves

Partial

kmem_cache_node

buddy system

...

Page containing the UAF object is reclaimed 

by the buddy system

Expectation



slab_sheaf

main

spare

rcu_free

cache

size

kmem_cache

kmem_cache

cpu_sheaves

barn

node

sheaves_full

sheaves_empty

node_barn

slub_percpu_sheaves

Partial

kmem_cache_node

buddy system

...

kmem_cache
Other kmem_cache requests a new page 

from the buddy system

Expectation



buddy system

...

slab_sheaf

main

spare

rcu_free

cache

size

kmem_cache

kmem_cache

cpu_sheaves

barn

node

sheaves_full

sheaves_empty

node_barn

slub_percpu_sheaves

Partial

kmem_cache_node

Expectation

kmem_cache

Cross Cache



kmem_cache

kmem_cache

kmem_cache

cpu_sheaves

barn

node

sheaves_full

sheaves_empty

node_barn

slub_percpu_sheaves

slab_sheaf

main

spare

rcu_free

cache

size

Partial

kmem_cache_node

slab / page

Objects from a slab are cached 

in a sheaf.

Sheaf / barn Case



kmem_cache

kmem_cache

kmem_cache

cpu_sheaves

barn

node

sheaves_full

sheaves_empty

node_barn

slub_percpu_sheaves

slab_sheaf

main

spare

rcu_free

cache

size

Partial

kmem_cache_node

...

kmem_cache_node holds 

too many slabs

Sheaf / barn Case



kmem_cache

kmem_cache

kmem_cache

cpu_sheaves

barn

node

sheaves_full

sheaves_empty

node_barn

slub_percpu_sheaves

slab_sheaf

main

spare

rcu_free

cache

size

Partial

kmem_cache_node

buddy system

...

Sheaf / barn Case



kmem_cache

kmem_cache

kmem_cache

cpu_sheaves

barn

node

sheaves_full

sheaves_empty

node_barn

slub_percpu_sheaves

slab_sheaf

main

spare

rcu_free

cache

size

Partial

kmem_cache_node

buddy system

...

However, this slab still contains 

objects that are in use

Sheaf / barn Case



kmem_cache

kmem_cache

kmem_cache

cpu_sheaves

barn

node

sheaves_full

sheaves_empty

node_barn

slub_percpu_sheaves

slab_sheaf

main

spare

rcu_free

cache

size

Partial

kmem_cache_node

buddy system

...

Sheaf / barn Case

Cross-Cache Failed



Cross-Cache’s Return to Grace
Achieving cross-cache in the Sheaf / Barn Environment



How to Cross-Cache ?
>  Using the existing sheaf / barn mechanism



main

spare

rcu_free
slub_percpu_sheaves

kmem_cache

kmem_cache

kmem_cache

cpu_sheaves

barn

node Partial

kmem_cache_node

slab / page

sheaves_full

sheaves_empty

node_barn

node_barn (per-node) contains both full and empty slab_sheaf



main

spare

rcu_free
slub_percpu_sheaves

kmem_cache

kmem_cache

kmem_cache

cpu_sheaves

barn

node Partial

kmem_cache_node

slab / page

sheaves_full

sheaves_empty

node_barn

The upper limits on the sheaves stored in the barn are 

MAX_FULL_SHEAVES and MAX_EMPTY_SHEAVES



static struct slab_sheaf *
barn_replace_full_sheaf(struct node_barn *barn, struct slab_sheaf *full,
            bool allow_spin)
{
    ...
    /* we don't repeat this check under barn->lock as it's not critical */
    if (data_race(barn->nr_full) >= MAX_FULL_SHEAVES)
        return ERR_PTR(-E2BIG);

/mm/slub.c#L3194 (v7.1.4)

empty = barn_replace_full_sheaf(barn, pcs->main, allow_spin);
...
/* sheaf_flush_unused() doesn't support !allow_spin */
if (PTR_ERR(empty) == -E2BIG && allow_spin) {
    ...
    sheaf_flush_unused(s, to_flush);
}

/mm/slub.c#L5722 (v7.1.4)



static struct slab_sheaf *
barn_replace_full_sheaf(struct node_barn *barn, struct slab_sheaf *full,
            bool allow_spin)
{
    ...
    /* we don't repeat this check under barn->lock as it's not critical */
    if (data_race(barn->nr_full) >= MAX_FULL_SHEAVES)
        return ERR_PTR(-E2BIG);

/mm/slub.c#L3194 (v7.1.4)

empty = barn_replace_full_sheaf(barn, pcs->main, allow_spin);
...
/* sheaf_flush_unused() doesn't support !allow_spin */
if (PTR_ERR(empty) == -E2BIG && allow_spin) {
    ...
    sheaf_flush_unused(s, to_flush);
}

/mm/slub.c#L5722 (v7.1.4)

        return ERR_PTR(-E2BIG);

    sheaf_flush_unused(s, to_flush);



static void __kmem_cache_free_bulk(struct kmem_cache *s, size_t size, void **p)
{
    ...
    do {
        struct detached_freelist df;

        size = build_detached_freelist(s, size, p, &df);
        ...
        __slab_free(df.s, df.slab, df.freelist, df.tail, df.cnt,
                 _RET_IP_);
    } while (likely(size));
}

/mm/slub.c#L7063 (v7.1.4)

Flush all objects back to the slab

sheaf_flush_unused() --> __kmem_cache_free_bulk()



main

spare

rcu_free
slub_percpu_sheaves

kmem_cache

kmem_cache

kmem_cache

cpu_sheaves

barn

node Partial

kmem_cache_node

slab / page

sheaves_full

sheaves_empty

node_barn

...

include UAF object



main

spare

rcu_free
slub_percpu_sheaves

kmem_cache

kmem_cache

kmem_cache

cpu_sheaves

barn

node Partial

kmem_cache_node

slab / page

sheaves_full

sheaves_empty

node_barn

...

sheaves_full holds too many slab_sheaf



sheaves_full

sheaves_empty

node_barn

main

spare

rcu_free
slub_percpu_sheaves

kmem_cache

kmem_cache

kmem_cache

cpu_sheaves

barn

node

The UAF object will be placed on the partial freelist

Partial

kmem_cache_node

slab / page



sheaves_full

sheaves_empty

node_barn

main

spare

rcu_free
slub_percpu_sheaves

kmem_cache

kmem_cache

kmem_cache

cpu_sheaves

barn

node Partial

kmem_cache_node

slab / page

Cross Cache



How to Cross-Cache ?
>  Using the existing sheaf / barn mechanism

>  MAX_FULL_SHEAVES + 2 (main, spare) + 1 (trigger flush)



How to Cross-Cache ?
>  Using the existing sheaf / barn mechanism

>  MAX_FULL_SHEAVES + 2 (main, spare) + 1 (trigger flush)

>  But this seems complicated. Is there a simpler way? 



https://lists.infradead.org/pipermail/maple-tree/2025-August/004477.html

https://lists.infradead.org/pipermail/maple-tree/2025-August/004477.html


https://lists.infradead.org/pipermail/maple-tree/2025-August/004477.html

https://lists.infradead.org/pipermail/maple-tree/2025-August/004477.html


Local memory

CPU 0 CPU 1

CPU 2 CPU 3

Local memory

CPU 4 CPU 5

CPU 6 CPU 7QPI 

NUMA node



static __always_inline bool can_free_to_pcs(struct slab *slab)
{
    int slab_node;
    int numa_node;

    if (!IS_ENABLED(CONFIG_NUMA))
        goto check_pfmemalloc;

    slab_node = slab_nid(slab);
    ...
    numa_node = numa_mem_id();
    if (likely(slab_node == numa_node))
        goto check_pfmemalloc;
    ...
    numa_node = numa_node_id();
    /* freed object is from this cpu's node, proceed */
    if (likely(slab_node == numa_node))
        goto check_pfmemalloc;
    ...
    return false;

check_pfmemalloc:
    return likely(!slab_test_pfmemalloc(slab));
}

/mm/slub.c#L6246 (v7.1.4)



static __always_inline bool can_free_to_pcs(struct slab *slab)
{
    int slab_node;
    int numa_node;

    if (!IS_ENABLED(CONFIG_NUMA))
        goto check_pfmemalloc;

    slab_node = slab_nid(slab);
    ...
    numa_node = numa_mem_id();
    if (likely(slab_node == numa_node))
        goto check_pfmemalloc;
    ...
    numa_node = numa_node_id();
    /* freed object is from this cpu's node, proceed */
    if (likely(slab_node == numa_node))
        goto check_pfmemalloc;
    ...
    return false;

check_pfmemalloc:
    return likely(!slab_test_pfmemalloc(slab));
}

/mm/slub.c#L6246 (v7.1.4)

    numa_node = numa_mem_id();
    if (likely(slab_node == numa_node))
        goto check_pfmemalloc;



CPU 0 CPU 1

CPU 2 CPU 3

Local memory

CPU 5

CPU 6 CPU 7

free

Local memory

CPU 4

obj

Let the object be allocated on NUMA node 1 but freed on NUMA node 2



kmem_cache

kmem_cache

kmem_cache

cpu_sheaves

barn

node

sheaves_full

sheaves_empty

main

spare

rcu_free
slub_percpu_sheaves

cache

size

*objects[]

slab_sheaf

Partial

kmem_cache_node

slab / page

Exploit !!!



kmem_cache

kmem_cache

kmem_cache

cpu_sheaves

barn

node

sheaves_full

sheaves_empty

node_barn

main

spare

rcu_free
slub_percpu_sheaves

cache

size

*objects[]

slab_sheaf

Partial

kmem_cache_node

slab / page

Cross Cache Again



How to Cross-Cache ?
>  Using the existing sheaf / barn mechanism

>  MAX_FULL_SHEAVES + 2 (main, spare) + 1 (trigger flush)

>  But this seems complicated. Is there a simpler way? (Yes)

>  Use NUMA nodes to prevent your objects from being cached by  

the sheaf



io_uring 
vulnerability

exploit chain 1

exploit chain 2
(cross-cache)

report & patchget root !

cross-cache in 
sheaf/barn



We already know that the sheaf/barn mechanism affects 

many traditional SLUB exploitation techniques



Does this mechanism only make exploitation 

more difficult and inconvenient?



NO



Sheaf Design Flaws 
Inconsistency Between the Sheaf and Traditional Slab Implementations



If you've ever exploited the Linux kernel

this exploit path just feels



If you've ever exploited the Linux kernel

this exploit path just feels

Weird !!!



CONFIG_SLAB_FREELIST_HARDENED



CONFIG_SLAB_FREELIST_HARDENED

>  Double Free Check

>  Pointer Protection



static inline void set_freepointer(struct kmem_cache *s, void *object, void *fp)
{

#ifdef CONFIG_SLAB_FREELIST_HARDENED
    BUG_ON(object == fp); /* naive detection of double free or corruption */
#endif

}

/mm/slub.c#L541 

CONFIG_SLAB_FREELIST_HARDENED will check double free
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kernel
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I/O buffer list

page

page

page

page

page

...

SQ CQ

io_buffer 

io_buffer 

…

SQE
kmsg still points to the freed object

kernel threadkmsgarg

Invalid addr iovec

iovec

iovec

iovec

freed

freed
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kernel

application

I/O buffer list

page

page

page

page

page

...

SQ CQ

io_buffer 

io_buffer 

…

SQE
kmsg still points to the freed object

kernel threadkmsgarg

Invalid addr iovec

iovec

iovec

iovec

freed

freed



user

kernel

application

I/O buffer list

page

page

page

page

page

...

SQ CQ

io_buffer 

io_buffer 

…

SQE
Because the I/O request failed, kmsg’s iovec will be cleaned 

kernel threadkmsgarg

Invalid addr iovec

iovec

iovec

iovec

double freed

double freed



user

kernel

application

I/O buffer list

page

page

page

page

page

...

SQ CQ

io_buffer 

io_buffer 

…

SQE

kernel threadkmsgarg

Invalid addr iovec

iovec

iovec

iovec

double freed

double freed

why didn't get any Kernel Panic  ???



kfree()



static __fastpath_inline

void slab_free(struct kmem_cache *s, struct slab *slab, void *object,

           unsigned long addr) {

    ...

    if (likely(can_free_to_pcs(slab)) && likely(free_to_pcs(s, object, true)))

        return;

    __slab_free(s, slab, object, object, 1, addr);

    stat(s, FREE_SLOWPATH);

}

/mm/slub.c#L5806 (v7.1.4)

fast path

slow path



static void __slab_free(struct kmem_cache *s, struct slab *slab,

            void *head, void *tail, int cnt,

            unsigned long addr) {

    ...

        set_freepointer(s, tail, old.freelist);

}

/mm/slub.c#L5512 (v7.1.4)

static __fastpath_inline

void slab_free(struct kmem_cache *s, struct slab *slab, void *object,

           unsigned long addr) {

    ...

    if (likely(can_free_to_pcs(slab)) && likely(free_to_pcs(s, object, true)))

        return;

    __slab_free(s, slab, object, object, 1, addr);

    stat(s, FREE_SLOWPATH);

}

/mm/slub.c#L5806 (v7.1.4)

    __slab_free(s, slab, object, object, 1, addr);

Slow Path



static __fastpath_inline

void slab_free(struct kmem_cache *s, struct slab *slab, void *object,

           unsigned long addr) {

    ...

    if (likely(can_free_to_pcs(slab)) && likely(free_to_pcs(s, object, true)))

        return;

    __slab_free(s, slab, object, object, 1, addr);

    stat(s, FREE_SLOWPATH);

}

/mm/slub.c#L5806 (v7.1.4)

static __fastpath_inline
bool free_to_pcs(struct kmem_cache *s, void *object, bool allow_spin)
{
    ...
    pcs->main->objects[pcs->main->size++] = object;
    ...
}

/mm/slub.c#L6246 (v7.1.4)

if (likely(can_free_to_pcs(slab)) && likely(free_to_pcs(s, object, true)))

Fast Path



set_freepointer()



static __fastpath_inline
bool free_to_pcs(struct kmem_cache *s, void *object, bool allow_spin)
{
    ...
    pcs->main->objects[pcs->main->size++] = object;
    ...
}

/mm/slub.c#L6246 (v7.1.4)

static inline freeptr_t freelist_ptr_encode(const struct kmem_cache *s,

                        void *ptr, unsigned long ptr_addr)

{

    ...

#ifdef CONFIG_SLAB_FREELIST_HARDENED

    encoded = (unsigned long)ptr ^ s->random ^ swab(ptr_addr);

    ...

}

/mm/slub.c#L504 (v7.1.4)

The pointer protection 

mitigation is also ineffective



Freelist

iovec freed 
object

iovec freed 
object

freed memory

slab_sheaf object array



Freelist

iovec freed 
object

iovec freed 
object

freed memory

slab_sheaf object array

Broken CONFIG_SLAB_FREELIST_HARDENED



io_uring 
vulnerability

exploit chain 1

exploit chain 2
(cross-cache)

report & patchget root !

cross-cache in 
sheaf/barn

SLUB mitigation ineffective



Not only are SLUB’s existing mitigation weakened, but the mechanism 

itself also introduces some new techniques



Novel Sheaf-Based Exploitation
New Exploitation Techniques based on Sheaf/Barn



SLUB mitigation ineffective

io_uring 
vulnerability

exploit chain 1

exploit chain 2
(cross-cache)

report & patchget root !

cross-cache in 
sheaf/barn

Novel sheaf-based 
technique sheaf poisoning

sheaf overrun

RCU sheaf bouncing



#1 sheaf poisoning
object array pointer overwrite



kmem_cache

kmem_cache

kmem_cache

cpu_sheaves

barn

node Partial

kmem_cache_node

sheaves_full

sheaves_empty

node_barn

slab / page

main

spare

rcu_free
slub_percpu_sheaves

cache

size

*objects[]

slab_sheaf

slab_sheaf maintains an object pointer array to 

manage objects



struct slab_sheaf {

    union {

        struct rcu_head rcu_head;

        struct list_head barn_list;

        /* only used for prefilled sheafs */

        struct {

            unsigned int capacity;

            bool pfmemalloc;

        };

    };

    struct kmem_cache *cache;

    unsigned int size;

    int node; /* only used for rcu_sheaf */

    void *objects[];

};

/mm/slub.c#L404 (v7.1.4)



struct slab_sheaf {

    union {

        struct rcu_head rcu_head;

        struct list_head barn_list;

        /* only used for prefilled sheafs */

        struct {

            unsigned int capacity;

            bool pfmemalloc;

        };

    };

    struct kmem_cache *cache;

    unsigned int size;

    int node; /* only used for rcu_sheaf */

    void *objects[];

};

/mm/slub.c#L404 (v7.1.4)

            unsigned int capacity;



struct slab_sheaf {

    union {

        struct rcu_head rcu_head;

        struct list_head barn_list;

        /* only used for prefilled sheafs */

        struct {

            unsigned int capacity;

            bool pfmemalloc;

        };

    };

    struct kmem_cache *cache;

    unsigned int size;

    int node; /* only used for rcu_sheaf */

    void *objects[];

};

/mm/slub.c#L404 (v7.1.4)

    struct kmem_cache *cache;



struct slab_sheaf {

    union {

        struct rcu_head rcu_head;

        struct list_head barn_list;

        /* only used for prefilled sheafs */

        struct {

            unsigned int capacity;

            bool pfmemalloc;

        };

    };

    struct kmem_cache *cache;

    unsigned int size;

    int node; /* only used for rcu_sheaf */

    void *objects[];

};

/mm/slub.c#L404 (v7.1.4)

    unsigned int size;



struct slab_sheaf {

    union {

        struct rcu_head rcu_head;

        struct list_head barn_list;

        /* only used for prefilled sheafs */

        struct {

            unsigned int capacity;

            bool pfmemalloc;

        };

    };

    struct kmem_cache *cache;

    unsigned int size;

    int node; /* only used for rcu_sheaf */

    void *objects[];

};

/mm/slub.c#L404 (v7.1.4)

    void *objects[];



if (s->size >= PAGE_SIZE)

    capacity = 4;

else if (s->size >= 1024)

    capacity = 12;

else if (s->size >= 256)

    capacity = 26;

else

    capacity = 60;

/* Increment capacity to make sheaf exactly a kmalloc size bucket */

size = struct_size_t(struct slab_sheaf, objects, capacity);

size = kmalloc_size_roundup(size);

capacity = (size - struct_size_t(struct slab_sheaf, objects, 0)) / sizeof(void *);

/mm/slub.c#L7741 (v7.1.4)

The slab_sheaf determines which memory pool an object comes from 

based on the object's size



object size Capacity slab_sheaf kmem_cache

< 256

>= 256 & < 1024

>= 1024 & < PAGE_SIZE

>= PAGE_SIZE

60

26

12

4

kmalloc-512

kmalloc-256

kmalloc-128

kmalloc-64
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object2 ptr
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freed
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kmalloc-256 object



cache

3 (size)

object1 ptr

object2 ptr

object3 ptr

freed

freed

freed

kmalloc-256 object



cache

3 (size)

object1 ptr

object2 ptr

object3 ptr

freed

freed

freed
From kmalloc-256

kmalloc-256 object



cache

3 (size)

object1 ptr

object2 ptr

freed

freed

kmalloc-256 object

From kmalloc-256

When you allocate memory from this kmalloc-256

object3 ptr

freed



kmalloc-256 object

cache

object1 ptr

object2 ptr

freed

freed

From kmalloc-256

The SLUB allocator will allocate objects from the slab_sheaf

object3 ptr (used)

used

2 (size)

update size 3 -> 2



freed

freed

freed
From kmalloc-256

kmalloc-256 object

cache

3 (size)

object1 ptr

object2 ptr

object3 ptr

UAF



cache

3 (size)

object2 ptr

freed

From kmalloc-256

kmalloc-256 object

object3 ptr

freed

object1 ptr

freed

If we can control this pointer, we can gain control over the SLUB allocator



cache

3 (size)

object3 ptr

freed

freed
From kmalloc-256

malicious ptr
malicious 
memory

object2 ptr



cache

3 (size)

object3 ptr

freed

freed
From kmalloc-256

malicious ptr
malicious 
memory

object2 ptr Double Free



cache

3 (size)

object2 ptr

freed

From kmalloc-256

kmalloc-256 object

object3 ptr

freed

object1 ptr

freed



cache

3 (size)

object2 ptr

object3 ptr

freed

freed
From kmalloc-256

malicious ptr

malicious 
memory



cache

3 (size)

object2 ptr

object3 ptr

freed

freed
From kmalloc-256

malicious ptr

malicious 
memory

Arbitrary Allocate / Free Object



object size Capacity slab_sheaf kmem_cache

< 256

>= 256 & < 1024

>= 1024 & < PAGE_SIZE

>= PAGE_SIZE

60

28 / 32

12

4

kmalloc-512

kmalloc-256

kmalloc-128

kmalloc-64



object size Capacity slab_sheaf kmem_cache

< 256

>= 256 & < 1024

>= 1024 & < PAGE_SIZE

>= PAGE_SIZE

60

28 / 32

12

4

kmalloc-512

kmalloc-256

kmalloc-128

kmalloc-64

kmalloc-256 UAF = Control all object >=256 and < 1024



object size Capacity slab_sheaf kmem_cache

< 256

>= 256 & < 1024

>= 1024 & < PAGE_SIZE

>= PAGE_SIZE

60

28 / 32

12

4

kmalloc-512

kmalloc-256

kmalloc-128

kmalloc-64



object size Capacity slab_sheaf kmem_cache

< 256

>= 256 & < 1024

>= 1024 & < PAGE_SIZE

>= PAGE_SIZE

60

28 / 32

12

4

kmalloc-512

kmalloc-256

kmalloc-128

kmalloc-64



object size Capacity slab_sheaf kmem_cache

< 256

>= 256 & < 1024

>= 1024 & < PAGE_SIZE

>= PAGE_SIZE

60

28 / 32

12

4

kmalloc-512

kmalloc-256

kmalloc-128

kmalloc-64

Compromised more kmem_cache



#2 sheaf Overrun
object size hijack to out-of-bound write pointer



cache

3 (size)

object1 ptr

object2 ptr

object3 ptr



cache

3 (size)

object1 ptr

object2 ptr

object3 ptr

UAF



cache

object1 ptr

object2 ptr

object3 ptr

3 (size)
static __fastpath_inline
bool free_to_pcs(struct kmem_cache *s, void *object, bool allow_spin)
{
    struct slub_percpu_sheaves *pcs;
    ...
    if (unlikely(pcs->main->size == s->sheaf_capacity)) {
    ...
    }

    pcs->main->objects[pcs->main->size++] = object;

/mm/slub.c#L5806 (v7.1.4)



cache

object1 ptr

object2 ptr

object3 ptr

3 (size)
static __fastpath_inline
bool free_to_pcs(struct kmem_cache *s, void *object, bool allow_spin)
{
    struct slub_percpu_sheaves *pcs;
    ...
    if (unlikely(pcs->main->size == s->sheaf_capacity)) {
    ...
    }

    pcs->main->objects[pcs->main->size++] = object;

/mm/slub.c#L5806 (v7.1.4)

  pcs->main->objects[pcs->main->size++] = object;



cache

object1 ptr

object2 ptr

object3 ptr

0x1000
static __fastpath_inline
bool free_to_pcs(struct kmem_cache *s, void *object, bool allow_spin)
{
    struct slub_percpu_sheaves *pcs;
    ...
    if (unlikely(pcs->main->size == s->sheaf_capacity)) {
    ...
    }

    pcs->main->objects[pcs->main->size++] = object;

/mm/slub.c#L5806 (v7.1.4)



cache

object1 ptr

object2 ptr

object3 ptr

0x1000
static __fastpath_inline
bool free_to_pcs(struct kmem_cache *s, void *object, bool allow_spin)
{
    struct slub_percpu_sheaves *pcs;
    ...
    if (unlikely(pcs->main->size == s->sheaf_capacity)) {
    ...
    }

    pcs->main->objects[pcs->main->size++] = object;

/mm/slub.c#L5806 (v7.1.4)

    if (unlikely(pcs->main->size == s->sheaf_capacity)) {
    ...
    }



cache

object1 ptr

object2 ptr

object3 ptr

0x1000
static __fastpath_inline
bool free_to_pcs(struct kmem_cache *s, void *object, bool allow_spin)
{
    struct slub_percpu_sheaves *pcs;
    ...
    if (unlikely(pcs->main->size == s->sheaf_capacity)) {
    ...
    }

    pcs->main->objects[pcs->main->size++] = object;

/mm/slub.c#L5806 (v7.1.4)

    pcs->main->objects[pcs->main->size++] = object;



cache

0x1000

object1 ptr

???

Allocate

ptr

Exploitable kernel structs (ex: cred, file, etc.)
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0x1000

object1 ptr

cred

Allocate

task_struct->cred

By heap spraying the root cred struct
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0x1000

object1 ptr

cred (root)

Allocate

task_struct->cred

By heap spraying the root cred struct

credtask_struct->cred



cache

0x1000

object1 ptr

cred (root)

Allocate

task_struct->cred

By heap spraying the root cred struct

credtask_struct->cred

Privilege escalation



cache

0x1000

object1 ptr

Allocate

file_struct 
(fd_array )

struct file

f_mode

Allocate an object from the same kmem_cache and 

use it to overwrite f_mode



cache

0x1000

object1 ptr

Allocate

file_struct 
(fd_array )

struct file (ex: /etc/passwd)

rwx

Allocate an object from the same kmem_cache and 

use it to overwrite f_mode

ptr



cache

0x1000

object1 ptr

Allocate

file_struct 
(fd_array )

struct file (ex: /etc/passwd)

rwx

Allocate an object from the same kmem_cache and 

use it to overwrite f_mode

ptr

Arbitrary File Read / Write



cache

0x1000

object1 ptr

cred

Free

task_struct->cred

When we free an object

task_struct->real_cred



cache

0x1000

object1 ptr

cred

Free

freed object

task_struct->cred will point to a freed object

task_struct->real_cred
freed object



cache

0x1000

object1 ptr

cred

Free

root_cred

By heap spraying to reclaim this object and 

overwrite its contents with a root cred structure.

task_struct->real_cred
uid / gid (0)

ptr



cache

0x1000

object1 ptr

cred

Free

root_cred

By heap spraying to reclaim this object and 

overwrite its contents with a root cred structure.

task_struct->real_cred
uid / gid (0)

ptr

Privilege escalation



#3 RCU sheaf Bouncing
From poisoning rcu_sheaf to arbitrary cross-cache



kmem_cache

kmem_cache

kmem_cache

cpu_sheaves

barn

node Partial

kmem_cache_node

sheaves_full

sheaves_empty

node_barn

main

spare

slub_percpu_sheaves

slab / page

size

*objects[]

slab_sheaf

cache

rcu_free

Why is this slot related to RCU ???



RCU (Read-Copy-Update)
>   Multiple readers and one writer can access simultaneously

>   RCU splits updates into two stages:

>   Copy & Update : Copy and modify the data, then atomically switch the 

pointer to it

>   Grace Period : Wait for all old readers to finish before freeing the old data

removal grace period reclaimation

reader



https://lwn.net/Articles/974138/

Why was rcu sheaf introduced ?
>   Maple Tree and similar data structures make extensive use of kfree_rcu to free objects

>   High-frequency freeing or RCU_NOCB offloading (ex: Android) can cause per-cpu 

object array overflow and repeated flush/refill

>   Batch RCU-deferred freeing of multiple objects into a single call_rcu()

https://lwn.net/Articles/974138/


kfree_rcu() --> kvfree_call_rcu() --> kfree_rcu_sheaf() --> __kfree_rcu_sheaf()

bool __kfree_rcu_sheaf(struct kmem_cache *s, void *obj)
{
    ...

    rcu_sheaf->objects[rcu_sheaf->size++] = obj;
    ...
    if (rcu_sheaf)
        call_rcu(&rcu_sheaf->rcu_head, rcu_free_sheaf);
}

/mm/slub.c#L5974 (v7.1.4) 

rcu_free_sheaf is an RCU callback function



static void rcu_free_sheaf(struct rcu_head *head)
{
    struct slab_sheaf *sheaf;
    struct node_barn *barn = NULL;
    struct kmem_cache *s;

    s = sheaf->cache;
    ...

    barn = get_barn_node(s, sheaf->node);
    ...

    if (data_race(barn->nr_full) < MAX_FULL_SHEAVES) {
        barn_put_full_sheaf(barn, sheaf);
        return;
    }
    ...
flush:
    stat(s, BARN_PUT_FAIL);
    sheaf_flush_unused(s, sheaf);
}

/mm/slub.c#L5831 (v7.1.4) 



static void rcu_free_sheaf(struct rcu_head *head)
{
    struct slab_sheaf *sheaf;
    struct node_barn *barn = NULL;
    struct kmem_cache *s;

    s = sheaf->cache;
    ...

    barn = get_barn_node(s, sheaf->node);
    ...

    if (data_race(barn->nr_full) < MAX_FULL_SHEAVES) {
        barn_put_full_sheaf(barn, sheaf);
        return;
    }
    ...
flush:
    stat(s, BARN_PUT_FAIL);
    sheaf_flush_unused(s, sheaf);
}

/mm/slub.c#L5831 (v7.1.4) 

    s = sheaf->cache;



kmem_cache

kmem_cache

kmem_cache

cpu_sheaves

barn

node Partial

kmem_cache_node

sheaves_full

sheaves_empty

node_barn

main

spare

slab / page

size

*objects[]

slab_sheaf

rcu_free

What would happen if we could overwrite the cache?

cache



My Original Idea
>   Cross-cache the kmalloc-N UAF object into cred_jar, then overwrite the 

cred's UID/GID to obtain a root shell

>   But … I couldn't get the page containing the UAF object to be reclaimed by 

the Buddy System. 

Cross Cache by RCU can get root shell !!!



kmem_cache
(kmalloc-192)

kmem_cache
(cred_jar)

node_barn

sheaves_full

sheaves_empty

main

spare

rcu_free

slub_percpu_sheaves

cache

size

*objects[]

slab_sheaf

sheaves_full

sheaves_empty

main

spare

rcu_free

slub_percpu_sheaves

Build Second Exploit Chain for io_uring 

       Through RCU Sheaf Bouncing 



node_barn

sheaves_full

sheaves_empty

main

spare

rcu_free

slub_percpu_sheaves

cache

size

*objects[]

slab_sheaf

sheaves_full

sheaves_empty

main

spare

rcu_free

slub_percpu_sheaves

kmem_cache
(kmalloc-192)

kmem_cache
(cred_jar)

Our target is cross object from kmalloc-192 to cred_jar



slab_sheaf

cache

size

*objects[]

kmem_cache
(kmalloc-192)

kmem_cache
(cred_jar)

node_barn

sheaves_full

sheaves_empty

main

spare

rcu_free

slub_percpu_sheaves

sheaves_full

sheaves_empty

main

spare

rcu_free

slub_percpu_sheaves

Double-Free primitive to overlap ip6_sf_socklist 
(kmalloc-192) and iovec array
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slab_sheaf

kmem_cache
(kmalloc-192)

kmem_cache
(cred_jar)

node_barn

sheaves_full

sheaves_empty

main

spare

rcu_free

slub_percpu_sheaves

sheaves_full

sheaves_empty

main

spare

rcu_free

slub_percpu_sheaves

Double-Free primitive to overlap ip6_sf_socklist 
(kmalloc-192) and iovec array

For IPv6 multicast sockets, MCAST_MSFILTER 
is the API used to filter multicast sources



kmem_cache
(cred_jar)

node_barn

sheaves_full

sheaves_empty

main

spare

slub_percpu_sheaves

sheaves_full

sheaves_empty

main

spare

rcu_free

slub_percpu_sheaves

ip6_sf_socklist and iovec array

cache

size

*objects[]

slab_sheaf

kmem_cache
(kmalloc-192)

rcu_free kfree_rcu()

To safely switch the multicast source filter
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sheaves_full

sheaves_empty
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rcu_free

slub_percpu_sheaves

malicious cache

size

slab_sheaf

kmem_cache
(kmalloc-192)

rcu_free
iovec

kmem_cache
(cred_jar)



node_barn
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sheaves_empty
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sheaves_empty
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rcu_free

slub_percpu_sheaves

malicious cache

size

slab_sheaf

kmem_cache
(kmalloc-192)

rcu_free
iovec

kmem_cache
(cred_jar)

slab_sheaf fills up and triggers flush
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slub_percpu_sheaves
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rcu_free

slub_percpu_sheaves

malicious cache

size

slab_sheaf

kmem_cache
(kmalloc-192)

rcu_free
iovec

kmem_cache
(cred_jar)

sheaves_full

sheaves_empty
rcu_free_sheaf()
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Demo Time



https://docs.google.com/file/d/1ZB8w4lgQ_RUUhb5suMzL8Xt2Ir7vOZyE/preview
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Conclusion
Takeaways and future work !



Takeaways !
>  SLUB allocator has added the sheaf/barn mechanism, so many traditional 

SLUB exploitation techniques no longer work as expected

> Heap spray more objects or use NUMA node

>  sheaf/barn mechanism introduces a new attack surface and techniques

>  bypass existing SLUB mitigations (ex: SLAB_FREELIST_HARDENED)

>  providing additional privilege escalation paths (Three novel techniques)



Future Work !
I believe this mechanism still has unexplored aspects worth researching :

>  Discover new techniques and combine existing techniques for privilege escalation 

under more restricted conditions  ( ex: #1 + #2 = leakless to LPE ) 

>  Bypass more mitigations, including slab_virtual and others

>  Timing Side Channel to leak SLUB allocator status for sheaf / barn mechanism 

(ex: SLUBstick, pspray ... )



Future Work !
>  Apply it in real world scenarios (ex: kernelCTF, kvmCTF and other distros) 



This talk is just the first part of this series. I'll be sharing more research 

on this attack surface in the future, so stay tuned ~
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